DEPARTMENT OF THE NAVY
OFFICE OF THE SECRETARY
1000 NAVY PENTAGON
WASHINGTON, DC 20350-1000

IN REPLY REFER TO

SECNAVI NST 3850. 4
NO9N2
8 Decenber 2000

SECNAV | NSTRUCTI ON 3850. 4

From Secretary of the Navy
To: Al'l Ships and Stations

Subj :  TECHNI CAL SURVEI LLANCE COUNTERMEASURES (TSCM PROGRAM

Ref : (a) DOD Instruction 5240.5 of 23 May 84 (NOTAL)
(b) OPNAVI NST 5530.14C of 10 Dec 98 (NOTAL)
(c) DCID 1/21 of 29 Jul 94
(d) TSG CGui des
(e) DCI Procedural Guides 1, 2, and 3 (NOTAL)

Encl: (1) TSCM Support Requests
(2) Technical Support Units

1. Purpose. To inplenent the policies set forth in
references (a) and (b), update policies, responsibilities, and
procedures for the Departnment of the Navy (DON) Techni cal
Surveill ance Counternmeasures (TSCM program and to renunber
the instruction in accordance with current standard subject
identification codes.

2. Cancel | ati on. SECNAVI NST 5500. 31A.

3. Definition. TSCM Survey. A conprehensive physical and

el ectroni c exam nation, by qualified personnel, of a
facility's infrastructure, conputer systens, office equipnment,
and communi cati on systens to detect the presence of technical
surveill ance devices and hazards, and to identify technical
security weaknesses that could aid in the conduct of a

techni cal penetration of a facility.

4. Background. Historically, foreign intelligence services
(FI'S) have enpl oyed technical surveillance devices in

espi onage

operations directed against U S. installations, both in the
United States and abroad. The devices enpl oyed have fallen
generally into three groups: wired m crophones, nodified
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t el ephone and inter-communi cati on systens, and radio frequency
(RF) transmitters; however, other nethods have been used.
Technol ogy suited to clandestine surveillance applications,
which is available now to virtually everyone, has increased
the risk of

techni cal surveillance penetrations. Technical surveillance
count erneasures, applied effectively, can |imt both the ease
with which surveillance devices can be enployed and their

ultimte success. References (b) and (c) address physical
security measures to be considered when establishing positive
access controls for sensitive discussion areas. Reference (d)
addresses the special considerations for teleconmunications
and rel ated equi pnmrent within secure discussion areas. Local
security neasures, inplenented under the above gui dance, can
be augnented with TSCM support to detect the presence of
techni cal surveillance devices.

5. Pol icy

a. Protecting sensitive discussion areas fromtechnical
penetration is the responsibility of every Conmander. A
conprehensi ve security program shall be established for the
protection of all sensitive discussion areas. \When
di scussi ons
at the SECRET | evel or above are held within a space on a
daily or otherw se regular basis, this security program shal
i nclude TSCM support perfornmed by qualified TSCM personnel .

I n accordance with reference (a), the Naval Crim nal

| nvestigative Service (NCIS) is designhated to manage the TSCM
program for the Departnment of the Navy (DON). The Director,
NCI S shall designate a TSCM Program Manager to coordi nate and
i npl ement the DON TSCM program  The NCI S TSCM Program Manager
is responsi ble for providing TSCM support, technical
direction, and centralized nmanagenment of all DON TSCM assets
and their utilization. Additionally, the NCIS is the sole
activity within DON aut horized to procure and use equi pnent
for TSCM purposes, except for designated U.S. Marine Corps
(USMC) Counterintelligence (Cl) Teans. These Marine Corps Cl
teans shall procure approved equi pnment through the Marine
Corps Supply System \When not depl oyed in conbat support of

t he Marine Corps, Marine Corps Cl teans shall al so provide
TSCM support as requested by the TSCM Program Manager. The
support of the Marine Corps Cl teans shall be primarily for
Mari ne Forces (MARFOR) commands and secondarily for the
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support of other DON and Departnment of Defense (DOD) conmmands.
To protect sensitive operations, all requests for support and
correspondence shall be directly conveyed between the NCI S
TSCM Program Manager and the appropriate Marine Corps Cl Team
Commander .

b. Navy and Marine Corps activities shall submt requests
for TSCM support to the NCIS TSCM Program Manager
This restriction includes support for sensitive DON-
sponsored projects at contractor facilities. Requests
for TSCM services shall be accepted only for those
facilities or categories of facilities

c. that the NCIS TSCM Program Manager has determned to
be probable and feasible targets for technical
espi onage.

c. A Tri-Service Menorandum of Understandi ng exists
bet ween the Director, NCIS and counterpart agencies of the
Arnmy and Air Force to provide for cross-service TSCM support
in certain overseas |locations. Although these assets may
support DON activities, the responsibility for approving,
requesting, and coordi nating such support remains with the
NCI S TSCM Pr ogram Manager .

d. TSCM surveys will be conducted in accordance with
references (a), (e), and this instruction. TSCM personnel
shall al so evaluate the applicable spaces for technical and
physi cal security vulnerabilities and, when necessary, provide
recommendations to elinm nate any security deficiencies
identified.

6. Pr ocedur es

a. Selection of Spaces Requiring TSCM Support. Due to
the cost of technical manpower, travel, and equi pnment,
selectivity shall be exercised in identifying spaces to
receive TSCM support. Support will be provided based on
sensitivity, vulnerability, and risk managenment principles.
Requests for surveys of facilities that are not used normally
to discuss classified informati on and that are open to
uncontrol |l ed access by uncl eared personnel shall be approved
only if no other suitable facility is avail abl e.

Surveys of such facilities have proven counterproductive by
havi ng gi ven the occupant or occupants a false sense of
security and by using limted TSCM assets that could be used




SECNAVI NST 3850. 4
8 Dec 2000
nore productively in other, nore sensitive facilities. The
foll owi ng additi onal gui dance applies:

(1) Qualifying Spaces/Facilities. Predicated on
manpower and equi pnent availability, support will be provided
to Special Access Progranms (SAP) and Sensitive Conpartnmented
I nformation Facilities (SCIF) in conpliance with reference
(c). This support can also be provided to those spaces where
di scussions cl assified SECRET or above routinely take place
and whi ch have conti nuous access controls established as part
of an effective security programto preclude undetected
access. Cuidance to achieve this objective is contained in
references (b) and (c).

(2) Conferences. Conferences, synposia, exhibits,
clinics, conventions, and neetings involving classified
di scussions shall be held in spaces, commensurate with the
sensitivity of the information being discussed, that either
have received or would otherwi se qualify for TSCM support as
set forth in paragraph 5a(1l). When such facilities are not
avai l abl e and the information schedul ed for discussion is
classified TOP

SECRET, one-tinme neetings may be supported if they are held in
facilities not open to the general public, have the potenti al
for good audi o and physical security, have access control to
the facility established prior to the TSCM survey and
continued thereafter and throughout the conference.

(3) Flag Ofices/Residences. TSCM surveys of flag
of fi ces and permanent quarters, because of their
targetability, may be provided despite mnimal security
provisions, if doing so will not inpact the conpletion of
primary facility surveys. Priority consideration will be
given to locations outside the United States where the FIS
threat is greatest. It should be noted that TSCM surveys
conducted under such conditions have no residual value and it
cannot be assuned that after the survey such spaces w il
continue to be safe for sensitive discussions.

(4) New Renovated Facilities. New installations or
spaces havi ng undergone nmajor renovations will not receive
TSCM support until all construction is conpleted, the spaces
are manned, fully operational, and security neasures are
i mpl enrented. Direct pre-construction |liaison with the nearest
TSCM Support Unit is encouraged to ensure the standards set

4
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forth in references (b) through (d) are understood clearly and
incorporated into the construction or nodification plans. A
request for pre-construction support does not constitute a
request for TSCM support, and a witten request for support,
as set forth in enclosure (1), nust be nmade once the facility
is conpl eted. Technical support units are listed in enclosure

(2).

(5) Automobiles. TSCM support for autonobiles wll
not be conducted unless justified by extraordinary
ci rcunmst ances. Such support can only be of value when the
vehicle is kept under continuous physical security and
mai nt ai ned by cl eared personnel.

(6) Ships and Aircraft. TSCM support will not be
furni shed to naval ships or aircraft unless justified by
extraordi nary circunstances.

(7) Data Processing Facilities. 1In addition to the
foregoing criteria, areas which routinely process classified
material utilizing conmputerized systens may justify TSCM
support. TSCM personnel nmay investigate conputers, networks
and tel ecomruni cati ons systens to identify technical
conprom se or the exploitation of digital data processed or
stored on these
systens. Protective neasures can be recommended to enhance
the protection of digital information fromthreats of hacking
conputer or tel ephone networks and foreign intelligence
expl oi tation.

(8) Optional Facilities. In the interest of
protecting sensitive/classified information, facilities may be
sel ected by NCIS TSCM Program Manager for a TSCM survey. In
such cases, the selected facility will be notified prior to
the survey in order to coordinate the required command
cooperation to conplete the survey.

b. Recurring TSCM Support. No facility will qualify
automatically for recurring TSCM service. In principle, once
an area has been the subject of a fully instrunented TSCM
survey with favorable outcone, the results are consi dered
valid as long as the security integrity of the facility is
mai nt ai ned. Additional support may be requested when:

(1) There is docunented evidence to suggest an area
has been technically penetrated.
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(2) Extensive construction, renovation or structural
nodi fi cati ons have required unescorted access by uncl eared
i ndi vi dual s.

(3) Unaut horized personnel have gai ned uncontrolled or
unescorted access to the secure area. |In the interest of both
good security and econony of resources, it is incunmbent on
commands to maintain the security integrity of sensitive
facilities and to keep the use of this contingency to a
m ni mum TSCM surveys al one cannot substitute for good
physi cal security and access controls.

c. Operational Security (OPSEC). TSCM services are
hi ghly specialized counterintelligence investigations, and as
such, are particularly vulnerable to conprom se. All commands
whi ch provide or receive TSCM services are required to
i npl ement OPSEC nmeasures to ensure the success of the
count er measures effort.
For this purpose, it nust be assuned until the survey
i ndi cates otherwi se, that a technical penetration has
occurred. Should di scussions concerning the pending TSCM
support take place within the space, the device would |ikely
be remobved prior to the survey and |later reinstalled or sinply
be switched off renotely. Under such circunstances the
probability of surfacing a clandestine intercept device is
greatly dimnished. For this reason, discussion or verbal
comments concerning the pending TSCM support shall not be
permtted in the spaces of concern. Witten requests for TSCM
service are to be handl ed at the SECRET | evel
and the nunmber of persons apprised shall be kept to an
absolute m ninmum Tel ephone requests for TSCM support are
consi dered conprom sing and are di scouraged.

7. Action

a. Requests for TSCM support to augnment a conprehensive
security plan should be submtted by 1 Novenber for the next
cal endar year (CY) scheduling. Due to manpower constraints,
all routine requests for TSCM service may not be fulfilled and
will be handled on a prioritized, first-come, first-serve
basis each cal endar year. A request for TSCM support shall be
valid for a period of two years. Unanticipated requirenments
shall be submtted at | east 60 days prior to the requested
visit, and extenuating circunstances which require a faster
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response shall be clearly identified and fully justified
within the request. Requests shall be submtted in accordance

with paragraph 5 and enclosure (1).

b. Due to the sensitive nature of TSCM support,
correspondence that identifies upcom ng visits and dates shal
be kept to an absolute m nimum Requests for TSCM support
shall be acknow edged upon recei pt and schedul ed for
conpl etion during the upcom ng cal endar year, if possible.

Noti fication of TSCM support will be provided no nore than 30
cal endar days prior to arrival of the survey team Normally,
no additional correspondence will be initiated to reduce
opportunities for compromse. |If there is a change in a
facility's status, point

of contact (POC), or unforeseen circunstances arise within the
requesti ng conmnd which would preclude a visit, the NCIS TSCM
Program Manager shall be notified imediately. Failure to do
so may result in the cancellation of the schedul ed survey.

c. Commands shall ensure that weaknesses identified as a
result of TSCM services are corrected. Unless otherw se
justified, TSCM support shall not be provided to areas that
have had previ ous support if not in conformance with reference
(c), or if major deficiencies were identified and corrective
action was not initiated.

8. Detection or Suspicion of a Technical Penetration. Should
a technical penetration be discovered by a command, the
foll owing actions shall be taken:

a. Do not discuss the discovery within the space where
t he device was found.

b. Secure the area to preclude renoval of the device.

c. Do not touch the device. WMake no attenpts to renove
t he device or conduct any tests.

d. The command shall report the details of discovery to
the NCI'S TSCM Program Manager (PLA: DI RNAVCRI M NVSERV
WASHI NGTON DC// 23CT//) by | MVEDI ATE SECRET LI MDI S nessage or
contact, through secure neans, the NCIS TSCM program manager.
In the event direct contact is not possible, the NCIS OPSCON
Center, listed in enclosure (2), can |locate and notify the
NCI S program manager. At a mininmum the report shall include
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the follow ng:

(1) Date and time of discovery.
(2) Area, installation, or facility invol ved.

(3) Specific location within facility where the
suspected device was found.

(4) ldentity of the suspected device by type (i.e.
wi red m crophone, nodified tel ephone, RF transmitter, etc.).

(5) Method of discovery.

(6) Nane and any additional identifying information of
t he individual who discovered the device.

(7) Best estimate as to whether any FIS was alerted to
di scovery.

e. No information concerning the discovery of a technica
penetration shall be rel eased to other persons or commands
until authorized to do so by the Director, NCIS. No
representatives of any foreign governnent shall be infornmed
and no information shall be released to the public or the news
medi a regarding a discovery wi thout the expressed, witten
approval of the Director, NCIS.

f. Follow ng any discovery of a clandestine |istening
devi ce and eval uation of the circunstances described in an
initial message report, NCIS TSCM Program Manager wi || provide
instructions as to the course of action to be taken.

9. Critical Nature of Tinely Reporting. The inportance of
tinmely reporting of actual or suspected technical penetrations

can not be over enphasized. |In addition to the nessage
notification addressed above, secure tel ecommunications via
STUIIIl (outside the area of suspected penetration) nay be

used to provide the nost expedient notification.

10. TSCM Personnel Sel ection, Training, and Equi pnent.

a. Personnel. TSCM operations, as a specialized
counterintelligence function, require personnel with extensive
i nvestigative, electronic, and physical security skills. The
Director, NCIS and the Commandant of the Marine Corps (CMC)
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shall staff trained TSCM personnel at a | evel comensurate
with annual tasking, in addition to reasonabl e contingency
surge requirenents. The m ninmum qualifications required for
entry into the TSCM field are listed in enclosure (1) to
reference (a).

b. Training. Al Navy and Marine Corps TSCM personnel
shal
receive TSCMtraining at a facility approved by the NCIS TSCM
Program Manager to ensure survey quality and to standardi ze
operati onal procedures. TSCM personnel w |l al so undergo
periodic refresher training and attend specialized courses
annually to maintain proficiency, and stay abreast of new
technical threats and advancing technol ogy.

c. Equipnent. TSCM equipment shall be kept current to
meet the existing threat due to ever changing technology. It
shal | be capable of identifying, |ocating, neutralizing,
and/ or exploiting technical surveillance or collection devices
targeted against the DON. TSCM equi pnent is constantly
vul nerabl e to obsol escence due to continuously evol ving
el ectronic and software technol ogies. |In accordance with
Nati onal Policy on Technical Surveillance Counterneasures
dated Septenber 16, 1997, standardi zed TSCM equi pnment shal |
be procured, maintained, and utilized to provide the Conmander
with state-of-the-art technology to obtain the required degree
of confidence available to process and use sensitive
i nformation.

11. Mnimze. Reports of detection or suspicion of technical
penetration present a clear, time sensitive operational

requi renment for the use of telecommunications. A statenent
advi si ng consideration of MN M ZE shall be added to the
report, as applicable, according to the neans of

t el ecommuni cati ons used. Routine requests for TSCM surveys
shall be forwarded by other secure nmeans during periods of

M NI M ZE.
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12. Report Control. The requirenent contained in paragraph 7
is exenpt fromreports control by SECNAVI NST 5214.2B and
requires no report control synbol.

Ri chard Danzig

Di stribution:
SNDL Parts 1 and 2
MARCORP PCN 71000000000 and 71000000100
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TECHNI CAL SURVEI LLANCE COUNTERMEASURED SUPPORT REQUESTS

1. All requests for TSCM support shall be initiated as
SECRET.

2. Al requests shall be forwarded via registered mail to:

Director, Naval Crimnal Investigative Service
Buil ding 111, Suite 2000 ATTN: Code 23CT

716 Sicard Street SE

Washi ngton Navy Yard, DC 20388-5386

or via Naval nmessage to DI RNAVCRI M NVSER WASHI NGTON
DC//23CT//. 1t is recomended that all requests be made via
registered letter vice Naval nessage.

3. Include the following in all requests:

a. Conplete identification of the area requiring TSCM
support, to include: name of the area, room nunber, building
nunber, address, |ocation, and conmand if other than
requester.

b. Square footage of each space identified.

c. ldentity and secure tel ephone nunber (DSN, comrerci al
with area code) of a command point of contact (POC) and an
al ternate.

d. Clearly identify clearance requirenments for TSCM
support personnel. Also include the SSO s nane, address,
secure phone number, Naval nmessage address, secure fax nunber,
and any other information needed to send cl earance information
for TSCM personnel

e. Date and serial number of |ast TSCM report and the
status of previous recommendati ons provided, if any.

f. Information that may inpact on the scheduling of
support (i.e., date scheduled construction will comence,
conpletion date of construction in progress, etc.). Should
unexpected events occur which would interfere with a TSCM
i nspection after support has been schedul ed, the requester
shall notify the NCIS TSCM Program Manager to prevent
unnecessary expenditure of manpower and travel funds.

Encl osure (1)
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4. POC information shall be current. [|f a POC changes before
TSCM service is conducted, an updated request shall be
submtted identifying the new POC and current contact nunbers.

Encl osure (1)
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TECHNI CAL SUPPORT UNI TS

TSCM Requests can be made to:

Director, Naval Crim nal Investigative Service
Bui l ding 111, Suite 2000 ATTN: Code 23CT

716 Sicard Street SE

Washi ngt on Navy Yard, DC 20388-5386

(202) 433-3270 DSN. 288-3270
PLAD: DI RNAVCRI M NVSERV WASHI NGTON DC/ / 0023CT/ /

Mari ne Command Oversi ght:

Commandant of the Marine Corps (ClIC)
HQVC, FB 2, Navy Annex
Washi ngton, DC 20380-1775

(703) 614-2219/2058 DSN. 224-2219
PLAD: CMC WASHI NGTON DC// C4l/Cl Cl'/

Local I nquiry/ Advi sory Assi stance:

NCI S Techni cal Services Detachnent, Norfolk
2340 Anmphi bi ous Drive, Suite 175
Nor f ol k, VA 23521-2895

(757) 363-4422 DSN: 864-4422
PLAD: NAVCRI M NVSERV TECHSVC DET NORFOLK VA// NFTV//

NCI S Techni cal Services Detachnment, Myport
3740 Saint Johns Bluff Road, Suite 4
Jacksonville, FL 32224

(904) 996-7881 DSN. NONE
PLAD. NAVCRI M NVSERV TECHSVC DET MAYPORT FL//MPTM /

NCI S Techni cal Services Detachnment, Europe
PSC 819 BOX 35
FPO AE 09645-4300

8 Dec 2000

Encl osure (2)
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34-56-823842 DSN. 727-3852/3854

NMSG PLA: NAVCRI M NVSERV TECHSVC DET ROTA SP// EUTE//
NCI S Techni cal Services Detachnent, San Di ego

32640 Echo Lane

San Di ego, CA 92147-5210

(619) 524-0602 DSN. 524- 0602
PLAD: NAVCRI M NVSERV TECHSVC DET SAN DI EGO CA// SDTC/ /

NCI S Techni cal Services Detachnent, Bangor
Land Title Professional Building, Suite L20
9657 Levin Road

Silverdal e, WA 98383

(360) 396-4365 DSN: 744-4365
NMSG PLA:  NAVCRI M NVSERV TECHSVC DET BANGOR WA/ / PSTG /

NCI S Techni cal Services Detachnent, Hawai i
Box 132
Pear| Har bor, HI 96860- 5091

(808) 474-9059 DSN: 474-9059
PLA:  NAVCRI M NVSERV TECHSVC DET PEARL HARBOR HI//HI TH/ /

USMC TSCM I nqui ry/ Assi st ance:

Commandi ng Gener al

| Marine Expeditionary Force
Attn: G 2/ CIHO

Canmp Pendl et on, CA 92055-5401

(760) 725-9121/9122 DSN. 365-9121
PLAD: CG 1| MEF// G 2/ CIHO/

Commandi ng Gener al

|1 Marine Expeditionary Force
Attn: G 2/ CIHO

Canp Lej eune, NC 28542-0115
PSC 20115

Encl osure (2)
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(910) 451-8279/8185 DSN. 751-8279
PLAD: CG Il MeEF/ /G 2/ CIHO/

Commandi ng Gener al

11 Marine Expeditionary Force
Attn: G 2/ CIHO

FPO AP 96606

011-81-611-722-7773/ 7315 DSN. 622-7773
PLAD: |11 MeEF/ /G 2/ ClHO /

Encl osure (2)



